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Abstract— Monitoring of data communications in office or
company is usually the responsibility of the network
administrator and is known as the NOC (network operations
center). Network monitoring will be very difficult and
complicated when the network administrator does not
understand network performance correctly, which can cause
long downtime that interferes with work productivity.
Determining the shape of the network becomes very important in
improving the quality of services as well as to anticipate
unwanted events and in the end can find network damage
quickly, easily and cheaply. This paper will explain how the
packet tracer can be used as a medium for analyzing and
designing applications simultaneously function as network
monitoring system in the network simulation because it can
reflect the real computer network architecture. Using a packet
tracer application, simulation of data communication can be used
to become information about the state of the computer
connection in the network and can be used to retrieve solutions in
handling problems that occur accurately. The program results
from network design using packet tracer can be used by
converting QoS licensing network design program files to Cisco
routers.
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does not work properly, so that it can cause considerable
downtime and disrupt work productivity [6]. Considering the
need for computer network information is so important
especially to find network damage quickly, easily, and cheaply,
to overcome the above problems a network administrator needs
a Network Monitoring System application for simulations that
can reflect the architecture of computer networks on the
network system used [7], as seen in Fig. 1. The network model
is a representation of a common structure or protocol for
resolving communication between systems and other systems.
The form and model of the network should be able to provide a
framework for network communication.
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I. INTRODUCTION
The development and information requerments of computer
networks is very fast and important, especially for network
administrators need application network monitoring system
computer networks so that connected computer networks can
communicate data with other computer networks without being
limited by distance and time [1], and along with these
developments, the user needs to be quality of the network
increasing both the LAN or WAN [2]. The quality of network
in question is a computer network that is free from problems
such as slow data transmission, unstable connections, etc. so
that it can indirectly reduce work productivity [3]. The
connection of Computer network is a fundamental thing in a
network, because if the connection is problematic then all types
of applications run through computer networks cannot be used
[4]. Network monitoring is usually done by administrator or
NOC (Network Operation Center) [5], it will be a difficult and
complicated thing if the administrator does not know the
location of the computer or network that works well and which
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Fig. 1. Computer Network Illustration
By using the Cisco packet tracer applications, simulation
data on a computer network can be utilized as information
about the state of the computer on a network connection if
there are problems in the interconnection network, The QoS
program for networks that have been designed in a packet
tracer can be used directly by copying files and then installing
into the device via a Cisco router [8]. In the mechanism of
computer networks, the concept of controlling the traffic of
data in the network must really be considered. Control flow is
used to regulate the flow of data from two points [9]. Control
flow is also used for indirect relationships, such as two points
in a packet switching network where both end points are virtual

circuits [10]. Fundamentally it can be said that the function of
control flow is to provide an opportunity for the receiver to be
able to control the rate of data reception, so that it is not
inundated by overflow of data [11].
II. MATERIAL AND METHOD
Before designing, analyzing and monitoring computer
networks, it is appropriate for a network administrator to
understand of knowledge about the use of static and dynamic
networks [12], so that managing a computer network can be
stable and reliable.
A. Material tools
In the development of this research, researchers will use
hardware and software equipment, for hardware including:
Cisco routers, HUB / switches, UTP cables, connector RJ45,
wifi, computers for server and clients and mobile smartphone.
The software used is based on Microsoft Windows operating
system and the packet tracer installer from Cisco products.
This research was conducted at STEKOM University
Semarang, Indonesia, involving three computer laboratories
and in each computer laboratory room consisted of more than
30 computers. The first projects is to design and conceptualize
a computer network using packet tracer software. After all goes
according to the agreed rules, the application program can be
applied to the Cisco Router. The stages of this research can be
seen in Fig. 2. Actually to increase the accuracy and level of
network security can add fuzzy logic rules [13], then to access
data can be divided based on user interests through ranking the
need for a computer network [14]. the use of rules and ranking
of interests has not been implemented in this paper but will be
discussed on another occasion

At the data collection stage for research needs, researchers
involve all stackholders to provide information to be used,
including the possible needs for hardware and software. After
going through a sufficient analysis process, the design process
can be done by planning a model or computer network
topology, routing system and users level. Monitoring can be
done after the implementation of the network design that has
been made before, if there is an error or additional network
researcher can repeat the analysis and design stages.
C. Computer Network
Two or more computers can be said to be connected to each
other if the computer can exchange information through
various transmission media. The computer network is basically
a combination of two technologies, namely computer
technology with communication technology and the merger
produces a data communication technology that can be applied
in computers [16]. The network model represents a common
structure or protocol to complete of communication between
systems. Determining the network topology must be in
accordance with the network form needed, in this design using
a tree topology, like the design in Fig. 3, to choose a
connection in the network can use a cable or use wireless can
even use a combination of wireless and cable usage. Maping
the computer addresses based on each class in a network
system [17].

B. Method of Research
Research in computer networks as a means of deciding the
route of information packets must be sent and also the priority
of connections used as well as rules for controlling routines
and special cases of network traffic. There needs to be a
strategic step like the Fig. 2, which adopts the research and
development method [15] to minimize the interests of certain
parties so that the results of this research are independent and
can be satisfying.

Fig. 3. Design of Computer Network

Fig. 2. Stages of Research

D. Concentrator Tools
Concentrator is a hardware device that has many ports that
will connect several points in a computer network and is
usually referred to as HUB or Switch [18]. Before the switch
technology was discovered, a network can be divided into
several segments with a device called bridge. Bridge has two
portethernet. If there is traffic to the network, the bridge will
automatically observe the devices involved from both sides
(see based on the MAC address). Bridge will then be able to
make a decision to forward or not forward each data packet to
the destination device [15], [19]. The switch functions to

combine several computers into one network group, as shown
in Fig 4. In terms of transmission technology the switch will
broadcast all packets that will be sent to one of the destination
addresses [20].

function of routing must be realized and must refer to values
without errors, simple, sturdy, stable, fair and optimal in
addition to remembering the calculation of efficiency factors,
so to form routing it must understand routing elements in the
form of performance criteria, time decision, place decision ,
network information sources, routing strategy and adaptive
routing updates [3-7].
III. RESULT AND ANALYSIS

Fig. 4. Switch Connector
E. Router Systems
The working system of this tool is sending data packets
through a network or the internet to the destination through a
process known as routing. The routing process occurs in layer
three of the open system interconnection. The router functions
as a liaison between two or more networks to forward data
from one network to another. A router is different from a
switch. Switch is a link between several tools to form a local
area network [18], [21]. Routers can be used to connect many
small networks to a larger network, called internetwork, or to
divide a large network into several subnetworks to improve
performance and also simplify the management system, as seen
in Fig. 5. it can also be used to connect LANs to the
telecommunications service such as telecommunications leased
lines or Digital Subscriber Line (DSL) [22].

Collision will occur when more than one device tries to
transmit data at the same time, this is indicated by the process
of slowing network traffic caused only one device can transmit
data to a segment at a certain time. After the collision occurs,
each device must send the data back (retransmit). If the
quantity of segments in the network increases, the possibility
of a collision will automatically increase [23]. Correct and
reliable network design and analysis that suits your needs will
be very helpful in dealing with this problem, of course, must be
accompanied by continuous monitoring [24]. All of this can be
done using the Packet Tracer application.
A. Network Protocol
The form of network protocol that provides a framework
for network communication is TCP/IP, it is a combination of
two terms, namely TCP stands for Transmission Control
Protocol and IP stands for Internet Protocol, TCP/IP are two
different types of protocols and not what most people think [9],
[11]. The use of the term TCP/IP is often interpreted as a
communication protocol for sending data in the data transport
[25], and this communication is shown by Fig. 6, so TCP/IP is
a collection of protocols that are built so that all computers of
various sizes, from various different computer vendors and run
with different operating systems to be able to communicate
with each other [26].

Fig. 6. Communication Protocol
Fig. 5. Router Function
The function of router is to receive packets from the
sending station to be forwarded to the destination station. For
this purpose, a path in the network must be chosen, so that
more than one possible route will appear for sending data. The

To make a topology model of the computer network to be
used can be done by utilizing the work area of the Cisco packet
tracer, then selecting the end device to determine the device
that want to connect, then use the concentrator as needed, then
connect each end device to the concentrator using connection

facility. IP address is the identity of a device in the computer
network, the IP address can be created by double clicking on
the device that wants to be given an IP address, then selecting
the desktop, then select IP configuration, then enter the IP
number based on the class specified. As seen in Fig. 7.

Fig. 7. IP Address Configuration
B. Subnetting Technique
In the network simulation images for subnetting setting
shown by Fig. 8, there are three separate networks, and each
network forms its own computer network, so that between one
network and another can be interconnected, then the network
must be connected. If the use of the IP address class of each
network uses the same class, then in connecting this network
can only use equipment in the form of switches, but if each
network that will be connected using a different class of IP
addresses, then in connecting this network requires a more
tools where this tool can control the trafc to be traversed.

The use of a subnet mask is also called an address mask as a
32-bit value that is used to distinguish a network identifier
from a host identifier in an IP address [9], [28]. A subnet mask
is usually expressed in dotted decimal notation, as is the case
with an IP address. After all bits are set as part of the network
identifier and host identifier, the 32-bit value will be converted
to dotted decimal notation. Note that even though it is
represented as a dotted decimal notation, the subnet mask is not
an IP address. The default subnet mask is based on IP address
classes and is used on TCP / IP networks that are not divided
into several subnets [9], [11].
C. Management Routing
The computer network in fact consists of several computers
that are connected, while a computer network will be
connected to another computer network in a network both local
and global network [29]. The importance of network
management systems as shown in Fig. 9, proves that wise use
of internet bandwidth is one solution to overcome expensive
bandwidth prices, because the bandwidth must be able to serve
hundreds of users who want to use the internet simultaneously.
There is a high probability that traffic and bandwidth will be
full when used by only a few users, so to anticipate this a
continuous system of traffic and bandwidth is needed to
monitor Internet usage activities [30].

Fig. 9. Management Routing

Fig. 8. Subnetting Setting
Subnetmask is an information technology term that refers
to 32-bit binary numbers on IPv4 which are used to distinguish
network ID from host ID and indicate the location of a host
whether on a local network or on an outside network [11], [27].

Limitations of non switched Ethernet, that is, only one
device can transmit data to a segment at a certain time. If more
than one device tries to transmit data at the same time there
will be a collision. After the collision occurs, each device must
send the data back. If the number of segments in the network
increases, the possibility of collisions will automatically
increase, and because of this collision, all devices will
retransmit, so network traffic will automatically be relatively
slower [31]. The main function of a packet-switched network is
to receive packets from the sending station to be forwarded to
the receiving station. For this purpose, a route or route in the
network must be chosen, so that more than one possible route
will appear for flowing data. For that the function of routing
must be realized. The routing function itself must refer to value
values, among others: without error, simple, sturdy, stable, fair
and optimal in addition to remembering the calculation of
efficiency factors [32].

D. Monitoring System
Internet activity monitoring is a function of management
that is useful for analyzing whether the Internet network is still
quite feasible to use or needs additional capacity [33]. The
monitoring results can also be used to help if the administrator
wants to redesign the existing internet network [34], as seen in
Fig. 10. Many things in the network can be monitored, one of
which is load internet network traffic that passes on a router or
computer interface. Monitoring can be done with the SNMP
standard, in addition to internet network load traffic, network
conditions must also be monitored, for example the status of up
or down of a network equipment. This can be done with the
ping utility [35]. Especially in terms of security must also be
maintained both in network security and in the room to put
down the server [36],[37].

to the router in forming a larger scale network can be achieved.
The software application of cisco packet tracer can be used to
design and analyze the simulation data and the traffic in
computer networks and can be utilized as an information about
the state of the computer connection in the network so that it
can be used to detect damage to the computer network in a fast,
easy, and inexpensive.
ACKNOWLEDGEMENT
This research is supported by Department of Computer
System under the supervision of Research institutions and
community service of STEKOM University, Semarang,
Indonesia and collaboration with Department of Informatics
Engineering, Batam State of Polytechnic, Batam, Indonesia.
REFERENCES
[1]

[2]

[3]

[4]

[5]

[6]

Fig. 10. Network System
The controlling of data traffic must be considered. Control
flow is used to regulate the flow of data from two points in
order to control the rate of data reception, so that the network is
not burdened by data overflow [9], [11], [38]. Control
congestion is used to handle congestion. Every packet switched
network is a queue network. At each node there is a queue of
packets that will be sent to a particular channel. If the speed at
which a packet arrives in a queue is greater than the speed of
packet transfer, will appear a bottleneck effect [39]. If the
queue is getting longer and the nodes that use the channel are
also increasing, then the possibility of congestion is very large
[40]. The problem caused by the congestion effect is deadlock,
which is a condition where a group of nodes cannot continue
sending packets because there are no buffers available [41].
Deadlock avoidance techniques used to design the network so
that deadlock does not occur [42].
CONCLUSION
The network model represents the structure to complete
communication between systems. The routing process occurs
in layer three of the open system interconnection. The router
functions as a liaison between two or more networks to
forward data from one network to another. To use a router in a
network, the router must be set so that each network connected

[7]

[8]

[9]

[10]

[11]

[12]

[13]

[14]

L. Tripathy and C.R. Tripathy, ”A New Interconnection Topology for
Network on Chip”, International Journal of Computer Networks &
Communications, vol 10(4), pp. 37-50, 2018.
A. Wibowo, G. Aryotejo and M. Mufadhol, “Accelerated Mobile Pages
from JavaScript as Accelerator Tool for Web Service on E-Commerce in
The E-Business”, International Journal of Electrical and Computer
Engineering, vol. 8(4), pp. 2399-2405, 2018.
M. Mufadhol, G. Aryotejo and A. Wibowo, “Netscan and Networx for
Management Bandwidth and Traffic with Simple Routing”,
TELKOMNIKA Telecommunication, Computing, Electronics and
Control, Vol. 15(1), pp. 464-470, 2017.
Y.A. Kropotov and A.A. Kolpakov, ”On The Transmission of
Asynchronous Data Streams Over Packet Switched Networks With
Random Multiple Access”, International Journal of Computer Networks
& Communications, vol 10(1), pp. 107-117, 2018.
J. Shan, “Analysis and Research of Computer Network Security”,
Journal of Chemical and Pharmaceutical Research, vol. 6(7), pp. 874877, 2014.
O. Bonaventure, “Computer Networking : Principles, Protocols and
Practice”, The Saylor Foundation, Release 0.25, October 30, 2011.
D. Kontoudis and P. Fouliras, “A Survey of Models for Computer
Networks Management”, International Journal of Computer Networks &
Communications, vol 6(3), pp. 157-176, 2014.
K.E. DiCerbo, “Knowledge Structures of Entering Computer
Networking Students and Their Instructors”, Journal of Information
Technology Education, vol. 6, pp. 263-277, 2007.
M.P. Karpowicz, “On the Design of the TCP/AQM Traﬃc Flow Control
Mechanisms” Journal of Telecommunications and Information
Technology, Vol. 4(4), pp. 31-37, 2012.
A.D.M. Sharmya and F. Ida, “Receiver Based Flow Control With
Backpressure Routing”, International Journal of Advance Engineering
and Research Development, Vol. 2(4), pp. 306-314, 2015.
K. Mohamed, S. Hussein, A. Abdi and A.E. Seddiq, “Studying the TCP
Flow and Congestion Control Mechanisms Impact on Internet
Environment”, International Journal of Computer Science and
Information Security, Vol. 16(11), pp. 174-179, 2018.
G. Aryotejo and M. Mufadhol, “Static and dynamic alliance: the
solution of reliable internet bandwidth Management”, Journal of
Physics: Conference Series, vol. 1217(012126), pp. 1-8, 2019.
M. Mufadhol, S. Siswanto and M.U. Dewi, “Fuzzy Logic for
Automatically Performance Assessment using CIOWA Model”, Journal
of Telematics and Informatics, vol. 6(4), pp. 244-252, 2018.
S. Maharani, S.I. Persyadha, D. Cahyadi and M. Mufadhol, “Weighted
Product Method for Selection of Superior Seeds Catfish in The Clarias
Gariepinus Types (Sangkuriang)”, The 4th International Conference on
Energy, Environment, Epidemilogy and Information System (ICENIS),
Semarang, Indonesia, August 2019.

[15] M. Mufadhol, S. Siswanto, D. D. Susatyono and U. D. Maya, “The
Phenomenon of Research and Development Method in Research of
Software Engeneering,” International Journal of Artificial Intelligece
Researh, Vol. 1(1), pp. 1-5, 2017.
[16] M. Ahmed, A.N. Mahmood and J. Hu, “A survey of network anomaly
detection techniques”, Journal of Network and Computer Applications,
vol. 60, pp.19–31, 2016.
[17] N. Chugh, A. Kumar and A. Aggarwal ” Availability Aspects Through
Optimization Techniques Based Outlier Detection Mechanism in
Wireless and Mobile Networks”, International Journal of Computer
Networks & Communications, vol 10(6), pp. 77-96, 2018.
[18] M. Mufadhol, “Networking and Internet” Semarang University Press,
Indonesia, September, 2008.
[19] T.T. Yuan, T. Huang, C. Xu and J. Li, “A New Approach To Stochastic
Scheduling Abstract in Data Center Network", International Journal of
Computer Networks & Communications, vol 10(5), pp. 1-25, 2018.
[20] G.I. Papadimitriou, C. Papazoglou and A.S. Pomportsis, “Optical
Switching: Switch Fabrics, Techniques and Architectures”, vol. 21(20),
pp. 384-405, 2003.
[21] W. Wang, F. Guo, F. Zheng, W. Tang and J. Wang, “Research on
Routing Protocols and Simulation Analysis for Opportunistic
Networks”, International Journal of Multimedia and Ubiquitous
Engineering, vol. 10(3), pp. 181-202, 2015.
[22] G. Aryotejo, D.Y. Kristiyanto and M. Mufadhol, “Hybrid cloud:
bridging of private and public cloud computing”, Journal of Physics:
Conf. Series, vol. 1025(012091), pp. 1-7, 2018.
[23] S. Kaido and K. Takami, “Message Collision Avoidance Protocols for
Detecting Stray Nodes in a Scuba Diving Group Using Ultrasonic MultiHop Message Communication”, Applied Sciences, vol. 8(1), pp. 1-22,
2018.
[24] W. Ahmed, O. Hasan, U. Pervez and J. Qadir, “Reliability Modeling and
Analysis of Communication Networks”, Journal of Network and
Computer Applications, vol 78(15), pp. 191-215, 2017.
[25] S. Jaloudi, “Communication Protocols of an Industrial Internet of Things
Environment: A Comparative Study”, Future Internet, vol. 11(3), pp. 118, 2019.
[26] A. Jasin, R. Alsaqour, M. Abdelhaq, O. Alsukour, R. Saeed, “Review on
Current Transport Layer Protocols for TCP/IP Model”, International
Journal of Digital Content Technology and its Applications, vol. 6(14),
pp. 495-503, 2012.
[27] M. Yaibuates and R. Chaisricharoen, “Implementing of IP address
Recovery for DHCP Service”, International Journal of Applied
Engineering Research, vol. 13(5), pp. 2659-2662, 2018.
[28] D. Dixit, G. Kumar, R. Tiwari and A. Anand, “Automation and Detailed
Analysis of Subnetting Problems Using Mathematical Modeling”,
International Journal of Pure and Applied Mathematics, vol. 118(20),
pp. 807-814, 2018.
[29] K. Mamat and F. Azmat, “Mobile Learning Application for Basic
Router and Switch Configuration on Android Platform”, Procedia Social
and Behavioral Sciences, vol. 90, pp. 235-244, 2013.
[30] R.A.A. Amin and R.E. Indrajit, “Analysis of Effectiveness of Using
Simple Queue With Per Connection Queue (PCQ) in The Bandwidth
Management (A Case Study at The Academy of Information
Management and Computer Mataram (AMIKOM) Mataram)”, Journal
of Theoretical and Applied Information Technology, vol. 83(3), pp. 319326, 2016.
[31] M.F. Mohammed, A.H. Ahmad and A.T. Humod, “New Switching
Technique for The Modified Cascade Five Levels Inverter”, ARPN
Journal of Engineering and Applied Sciences, vol. 13(14), pp. 43464350, 2018.
[32] M. Ali, A. Khan, H. Mahmood and N. Bhatti, “Cooperative, reliable,
and stability-aware routing for underwater wireless sensor networks”,
International Journal of Distributed Sensor Networks, vol. 15(6), pp. 111, 2019.
[33] D. E. Kurniawan, M. Nashrullah, N. Kurniasih, G. S. Achmad Daengs,
and C. Kurniawan, ‘Performance analysis virtual server VMware
Vsphere 5.5 with physical enterprise server’, IOP Conf. Ser. Mater. Sci.
Eng., vol. 420, p. 012107, 2018.

[34] L.H. Luo, Y.E. Ge, J.H. Chen and F.W. Zhang, “Real-time routing
control design for traffic networks with multi-route choices”, Journal of
Central South University, vol. 23(7), pp. 1807-1816, 2016.
[35] J. Liu and R. Lu, “Monitoring Network through SNMP-based System”,
International Journal of Intelligent Engineering and Systems, vol.5(1),
pp. 1-10, 2012.
[36] M. Mufadhol, G. Aryotejo and D.Y. Kristiyanto, “Rule Based
Reasoning Method for Safety Room by Means of Temperature Sensor
and Motion Detector”, International Journal of Advanced Science
Letters, Vol. 23(3), pp. 2481-2483, 2017.
[37] D. E. Kurniawan, H. Arif, N. Nelmiawati, A. H. Tohari, and M. Fani,
‘Implementation and analysis ipsec-vpn on cisco asa firewall using gns3
network simulator’, J. Phys. Conf. Ser., vol. 1175, p. 12031, Mar. 2019.
[38] K. Udomsilp, T. Arayakarnkul, S. Watarakitpaisarn, P. Komolkiti, J.
Rudjanakanoknad and C. Aswakul, “Traffic Data Analysis on Sathorn
Road with Synchro Optimization and Traffic Simulation”, Engineering
Journal, Vol. 21(6), pp. 57-67, 2017.
[39] M.K. Hanif, S.M. Aamir, R. Talib and Y. Saeed, “Analysis of Network
Traffic Congestion Control over TCP Protocol”, International Journal of
Computer Science and Network Security, Vol. 17(7), pp. 21-30, 2017.
[40] K.O. Shade, O.O. Samuel and O. Aduragbemi, “Traffic Shaping for
Congestion Control”, Research Journal of Mathematics and Computer
Science, Vol. 2(10), pp. 1-8, 2018.
[41] P. Stroobant, S. Abadal, W. Tavernier, E. Alarcón, D. Colle and M.
Pickavet, “A General, Fault tolerant, Adaptive, Deadlock-free Routing
Protocol for Network-on-chip”, International Workshop on Network on
Chip Architectures (NoCArc), IEEE, Fukuoka, Japan, October 2018.
[42] N..J. Mohamed, S. Sahib, N. Suryana and B. Hussin, “Understanding
Network Congestion Effects on Performance”, Journal of Theoretical
and Applied Information Technology, Vol. 92(2), pp. 311-321, 2016.

